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Install the DoD Root Certificate to fix “Your connection is not private” and red X in HTTPS

Brief: The web certificate chain for the Health Experts onLine Portal (HELP) website includes a DoD root
certificate that needs to be manually installed on non-DoD computers to prevent the “your connection
is not private” warning and other related warnings from Internet Explorer/Edge or Google Chrome. To
fix this issue, first download and then install the following certificate to your computer’s “Trusted Root
Certification Authorities” certificate store: RootCert.zip.

Directions to install in Windows:
1. When accessing the Health Experts onLine Portal (HELP) website from home you may encounter an
error message “your connection is not private” and the https lock appears inred.
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Your connection is not private
Attackers might be trying to steal your information from help.nmcp.med.navy.mil (for

example, passwords, messages, or credit cards).

[0 Automatically report details of possible security incidents to Google. Privacy policy

2. You may click Advanced to continue to the website. However, you can also permanently fix this
issue by installing the DoD Root Certificate on your personal computer. First Click Here to download
the DoD Root Certificate.

3. Once you have downloaded the certificate, open the zip file and double click the
“Certificate_Root.cer” file.
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4. Click the “Install Certificate...” button (see below) to begin the certificate import wizard.
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4} Certificate Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: DoDRootCA 3
Issued by: DoDRootCA 3

valid from 3/20/2012 to 12/30/2029

Install Certificate...

5. Atthe Welcome to the Certificate Import Wizard window click Next to install the certificate in the
current user’s store location.

£ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Location

© Current User

() Local Machine

To continue, dick Next,
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6. At the Certificate Store window select the “Place all certificates in the following store” option. Then
click Browse... and select the “Trusted Root Certification Authorities” store. Then click OK.
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Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store
Certificate store:

| I Browse...

Select Certificate Stare X

Select the certificate store you want to use,

| Personal -~
Trusted Root Certification Authorities
Enterprise Trust

| Intermediate Certification Authorities
| Trusted Publishers
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7. Click Next. Then click Finish. Then click Yes confirm that you want to install the certificate.
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Certificate Store

Completing the Certificate Import Wizard
Certificate stores are system areas where certificates are kept.

The certificate wil be imported after you dick Finish.
Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

You have spedified the folowing settings:
O Automaticall select the certificate store based on the type of certificate

[ eI Trusted Root Cerification Authrities
@ Place all certificates in the following store Content Certficate
Certficate store:
‘Trusted Root Certification Authorities ‘ [[eromee...
Cancel Cancel

Security Warning

You are about to install a certificate from a certification authority (CA)
! claiming to represent:

DoD Root CA 3

Windows cannot validate that the certificate is actually from "DoD Root
CA 3", You should confirm its origin by contacting "DoD Root CA 3",
The following number will assist you in this process:

Thumbgprint (shal): D73CAG11 02422044 36459ED3 2213B467 DTCEYTFR

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint s a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?




8. You should now see a green https lock and no certificate warnings when accessing the Health
Experts online Portal (HELP) website.
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